Risk Management Tailoring Guidance

The tailoring guidance for the ESC/EN Standard Risk Management Process is simple.  There are three levels of compliance – Required, Expected, and Suggested.

Required  - The major steps 1 through 8 indicated below are the goals of the risk management process.  All organizations are required to implement a risk management process that achieves these goals.

Expected – The actions (e.g., 1a, 1b, …) indicated below for each step are considered best practices and are expected to be performed by each organization with a satisfactory risk management program.  The self-assessment is based on the implementation of these practices.  It is possible to satisfy the required goals without implementing the expected practices but the burden of proof is on the organization using an alternative set of practices.

Suggested – All material covered in the training sessions and resources provided in the toolkit are suggested approaches to implementing the expected practices.  The material has been assembled from sources that have implemented successful risk management processes and is recommended by the EN process improvement core group for use.  However, this material is optional and may be used at the discretion of the organization implementing the risk management process.

Step 1 - Prepare

1a.
Obtain Commitment and Resources from Program Manger on Risk Management

1b.
Identify and Notify Key Program/Mission Stakeholders

1c.
Identify and Distribute Key Program/Mission Objectives and Requirements

1d.
Identify, Review, and Distribute Applicable Risk /Hazard Taxonomies

Step 2 - Identify the Risks and Hazards
2a.
Assemble Stakeholders for Risk Assessment

2b.
Review Program/Mission Objectives, Taxonomies and Risk Assessment Process

2c.
Conduct Risk Identification

2d.
Group Related Risks

2e.
Consolidate Related Risks and Write “If-Then” Risk Statements

Step 3 - Assess and Prioritize Risks
3a.
Identify and Get Consensus on Impact/Severity for Each Risk

3b.
Identify and Get Consensus on Probability of Occurrence for Each Risk

3c.
Identify Time Window when Risk Could Occur

3d.
Reassess Any Existing Risks in Database

3e.
Prioritize Risks by Impact, Probability, and Time

3f.
Identify Handling Bands

Step 4 - Decide on Handling Options
4a.
Identify Handling Options within Each Risk Band

4b.
Identify Which Risks will be assumed 

4c.
Identify Which Risks will be Avoided, Transferred or Mitigated

4d.
Assign Plan OPRs for Avoided, Transferred, or Mitigated Risks 

4e.
Establish or Update Risk Database

Step 5 - Establish Handling Plans

5a.
Develop Draft Handling Plans and Associated Resource Requirements

5b.
Program Manager Review and Approval of Handling Plans

5c.
Handling Plan are Funded, Directed, and Integrated with Program Management

Step 6 - Implement Risk Handling
6a.
Finalize Risk Management Plan and Management Infrastructure

6b.
Provide Mechanism to Monitor Triggers, Cues and Handling Plans 

6c.

Implement Handling Plans as Authorized, Funded, & Scheduled; Work with Exit Criteria

6d.
Provide Reporting on Handling Plan Results and Progress in Meeting Exit Criteria

Step 7 - Monitor Handling Plans
7a.
Periodically Review Handling Plan Results

7b.
Stop or Modify Handling Plans and Resources, if required
7c.
Retire Risks when Handling Plans are Successfully Completed
7d.
Update Risk Database for Handling Plan Progress and Risk Retirement

Step 8 - Institutionalize The Process 


8a. 
Establish an Organizational Policy 

 
8b.
Plan the Process 


8c. 
Provide Resources 


8d.
Assign Responsibility 


8e.
Train People 


8f. 
Manage Configurations 


8g.
Identify and Involve Relevant Stakeholders 


8h.
Monitor and Control the Process 


8i.
Objectively Evaluate Adherence 


8j. 
Review Status with Higher Level Management
