Typical risks seen in programs, brought out when using the risk assessment process

a/o 4/99

Bold indicate risks in more than one program

1. Schedule -  The ESC goal of delivering a supportable product to the user cannot be achieved because of contract award, development, and testing timelines.  Or the 18 month cycle time everyone here is pushing toward is unrealistic for some programs

2. Fixes to PME – The program’s Prime Mission Equipment (PME) [including software] requires correction of test deficiencies prior to use in the operational community.  The fixes are neither within schedule or budget.
 


3. Integration role: who?  -  There are multiple contractors involved in the program and the Government has assumed integration responsibility because an integration contract has not been authorized, planned, or implemented. Or the basic question, who is the best to do integration, gov’t or Ktr?  (a lot of programs wrestle with this)

4. Ktr performance -We cant get the Ktr to perform- not the right incentives on the contract, or other reasons – bad gov’t/Ktr relationship, not enough $$, Ktr “bought in” originally and cannot finish the job, gov’t found out too late that the work performed is not sufficient to finish the job within budget and schedule, etc.




5. Management processes/controls -  Because of the elimination of Military Standards under acquisition reform, the program does not have documented management processes or controls. In more than one case, there are separate offices involved, the PM is one place and the PCO or financial office is some place else.

6. Ktr/Gov’t agreement -  The contractor and the Government cannot reach agreement on program requirements because of the use of SOOs and Performance Specifications in the RFP. Or cannot reach agreement  on test results – or warranty responsibility

7. Other support affecting PME -  Although the Prime Mission Equipment (PME) is supportable the other equipment to be furnished by the users/gov’t (GFE) is not available on time.

8. Failure rates increase/fluctuate -  The system failure rates increase or fluctuate and this causes increased schedule and/or funding 

9. GFE – The Government Furnished Equipment (GFE) that the program has been directed to use will not be available on time or will not be suitable for its intended purpose.

10. GFE $$ -  Funds have not been allocated to purchase the Government Furnished Equipment (GFE) that we are obligated to provide to the contractor.

11. Admin reporting – The administrative reporting requirements for the program exceed the capability of the program office workforce to keep within schedule. Also the additional info requested (usually by the user or ALC) may not be available w/o additional funds to get it..

12. Funding/Funding profiles - The funding/funding profiles for the program are unstable or do not allow a reasonable program plan. Some funds may need to be reprogrammed by years and/or by appropriations.  Funding for license fees

13. Requirements - The requirements for the program are unstable because of disagreement among the users.  Although the initial requirements are known, the user cannot agree upon a complete set of requirements. Additional Requirements - There are requirements “creep” by the user, and these must be prioritized and funded. The user wants a change or addition and these causes schedule and funding problems. Need to limit key requirements

14. Split control of program (locations) –The management teams are not co-located. (PM one place, PCO another, etc.)

15. Ktr change personnel - The key personnel cited by the contractor in his proposal are not the personnel performing on the contract due to high turnover due to the low salaries bid for the job, or other more lucrative work taken on by the contractor, or because the effort winding down.

16. Y2K fix delays – The program cannot field the system on schedule because it is not Y2K compliant and the software fixes are expected to take several months.

17. Senior mgmt schedule – The program cannot proceed on schedule because we are unable to meet with the senior decision makers for program decisions due to their busy schedules.

18. H/W capability – The computers presently available to the users do not have the memory or processing speed to utilize the software being provided by ESC.

19. Parts Obsolescence –Older systems are aging and parts are difficult to find. Some COTS may also cause problems as vendors move on to other versions and will not support older versions. But aging equipment is really the issue.  Ktr not pro-active enough with identification of DMS parts and solving DMS issues

20. Environmental tests – There is insufficient time in the program schedule to handle the environmental testing required  (digging trenches or checking if there are hazardous materials, (asbestos, ODC’s, Halon, etc.)

21. Politics - The program funding, scope, and requirements have become political issues (Center Commander, PEO, User or other) and cannot be controlled by the Program Manager. These may cause funding and schedule impacts

22. S/w schedule – s/w development and/or integration takes longer than expected

23. Acq strategy time line – The development ,documentation and approval of an Acquisition Strategy for the program takes too 

24. Manufacturing –Time to mfg equipment or lack of vendors to do the manufacture (parts obsolescence).

25. Logistics – lack of support available for the system when it is fielded

26. System Engineering – there is no system engineering expertise at the Ktr facility – the gov’t may have awarded a contract to buy COTS anticipating a small integration is effort required, and then the integration effort is much more than anticipated and the Ktr does not have this expertise.

27. Test – The integration and interoperability testing required for each program increment takes longer than anticipated, or requires assets that were not planned to be available. Testing not defined – what are real testing requirements 

28. Gov’t resources - The resources assigned to the program office are insufficient to handle the program workload.

29. Ktr skills available -  The contractor personnel available under the contract do not have the skills necessary to develop or integrate the system.

30. User expectations -  The user expectations for the system exceed the requirements on the contract and cannot be delivered within the available funding profile.

31. User input/participation - The users cannot provide sufficient qualified subject matter experts to participate in the volume of integrated process team (IPT) meetings or program reviews at the contractor facility.

32. Conflict for requirements -  There is disagreement among the users on the program requirements and their priority.

33. Technology -  The available technology cannot meet program requirements and will require extensive Government development or a delay until it is commercially available.

34. SPO resources -  There are insufficient government and support contractor personnel assigned to the program to handle the program workload.

35. Industry sources/competition -  We are unable to identify multiple industry sources to compete for the program development.

36. Operational changes – There are changes taking place in the operational environment that are inconsistent with the program direction and are outside the control of the program office.

37. ALC manpower – There are insufficient Air Logistics Center (ALC) personnel assigned to the program to work the logistics issues.

38. Scope of program -  We are unable to define the scope of the program because there are additional users with additional requirements that MAY want to use our program for development. Or the user cannot define the requirements sufficiently to allow is to plan a reasonable contract 

39. Cost est. and mgmt – Because of the incremental nature of the program, the requirements that have yet to be defined, and the funding instability we cannot estimate or manage program costs. If cost estimates do not accurately reflect program objectives, program may not be affordable

40. Timely execution – Because of the “priority” of the program within ESC we cannot get access to the scarce personnel and test assets to execute our program in a timely manner.

41. Change mgmt – the Ktr does not have a good process to manage changes in the 

program

42. Prime/sub relationships – Because of the “privity of contract” issues we are unable to discuss the large portion of the program work with the people doing the job because it has been subcontracted by the prime. We have not evaluated the subcontract management sufficiently for the effort in this activity# CDRLS/Mil Specs - How do we identify the specific items that used to be under Mil-Stds? How do we reduce CDRLS w/o losing info we need?

43. Mod install schedule – whether the mod is to be installed with other mods or by itself;  takes longer than planned 

44. the issue tends to be the schedule of getting the platform into the mod line and out in time 

45. Repro data pkg – competition in doubt, we buy less than reproducible data packages (Ktr unique mfg processes) for cost or COTS reasons, and then have trouble competing for production. Reprocurement data not available in time for production

46. Depot capacity – will the depot have the capacity to do the mods? Repair capacity does not keep up with demand

47. Ktr skilled personnel unavailable – will the Ktr be able to hire for the production run?  Will skilled personnel be put on another contract if this one is small?

48. Retaining trained personnel – gov’t won’t be able to keep trained military operational and maintenance personnel to train follow-on unit personnel
49. Ops community does not understand concept and capability – if not completely understood by ops community, then new mod/system may be under utilized; uses may resist using system if they do not understand the benefits derived from it

50. Spiral development -  concept not applied “smartly”, or more than one spiral at a at time are not managed effectively 

51. DII-COE.JTA – standards not applied “smartly” and compliance not achieved.  Some questions as to what level is required for older systems that may not have the funding/user not getting funding for them to update to DII-COE

52. Reduce Total Ownership Costs (RTOC) -  This is hard to implement if a baseline cannot be established prior to contract award, and may not be realized if sustainment planning is not done up front; if cost and manpower savings are not realized, future support of the system is jeopardized

53. Ktr downsized – doubt of contract completion if Ktr is downsized or bought out, or people leave the Ktr because of contract completion

54. Ktr relationships – if Ktr dos not have good working relationship with other related/ integrating Ktrs, then could be duplication of effort, loss of configuration control, could be inefficient and ineffective use of resources

55. Ktr ramp up – if new ktr, then need learning curve, time and funds to ramp up

56. Time on test bed – if required time on operational equipment and test beds is not available, then could impact schedule and funding 

57. SPA access – if access to SPA is limited due to schedule or resources, then s/w development could be impacted

58. Specification not correct – if we do not write them correctly resources can be wasted in both gov’t and Ktr trying to meet requirement that does not really exist

59. COTS -  use of COTS may result in the marketplace driving the changes to the system; COTS may not meet R/M/A requirements; not reproducible to spec; COTS may require integration and/or modification when integrated into the system; use of COTS may be limited if high DoD level standards (e.g. DII-COE) are mandated; if COTS products change, then may be incompatible when integrate later version into the system

60. TO’s, technical documentation -  if not complete, ops and maintenance impacted, operational acceptance delayed; 

61. Specifications – not written correctly, Gov’t and Ktr spend time and resources trying to figure out how to meet  requirement that does not exist

62. Long Lead – issues with full funding – funding not originally in program plan, buying in time to meet production schedule, adhere to full funding requirements

63. JRD – approval in timely manner

64. Platform – availability, configuration issues

65. Production rate – gov’t production rate requirements not know, so hard to bid and plan 

66. Support  - for LRIP and late EMD models, sustainment of subsystems among multiple owners; support funding availability 

67. Production planning – prior to MS III

68. Exit criteria – for EMD to production,  certifications, FCA/PCA, IOT&E not achieved or schedules slip

69. S/W -   depot decision not made in time or at all; s/w languages need to change during production

70. Crypto – if crypto equipment changes, new development and verification is needed

71. Support Equipment – not produced in time

72. Program objectives – not well defined

73. Legacy systems – cannot provide timely output to new system; 

74. Contracts – if existing contract vehicle cannot be found then schedule delay for competition to take place

75. Leadership – changes in leadership may modify program and cause delays in schedule and have funding impacts 

76. Protest – cause delays 

77. Total System Performance Responsibility  (TSPR) – not achieved because of lack of ktr understanding, not able to do full system integration; cannot be defined, common understanding cannot be reached

78. Re-engineered Supply Support Process (RSSP) – funding sources

79. Wartime commitments -  Ktr cannot support/meet wartime or surge commitments

80. Configuration – if user changed as-built s/w or h/w, can have loss of site configurations – config plan not in place or not effective

81. CLINS – not structured correctly or effectively, PMO loses control of costs

82. Hot line- inappropriate use of hot-lined by sites so funding is used up unnecessarily; 24- hr hotline support advertised, then need to provide resources to support it

83. Data – changes not verified by PMO before fielding

84. SOO/SOW – if not flexible, then cannot accommodate program req’ts

85. IPTs – right players are not represented, then buy in hard 

86. Training -  not sufficient attention paid to training, user not ready to accept system for operational use

